BETWEEN:
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THE DATA PROTECTION COMMISSIONER
AND
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FACEBOOK IRELAND LIMITED
-andMAXIMILLIAN SCHREMS
DEFENDANTS

AFFIDAVIT OF STEPHEN I. VLADECK

I, STEPHEN I. VLADECK, of University of Texas School of Law, 727 East Dean Keeton
Street, Austin, TX 78705, USA, aged eighteen years and upwards, MAKE OATH and say
as follows:
1. I am a professor of law at the University of Texas School of Law, and have been a
full-time academic for 12 years (two as an associate professor at the University of
Miami School of Law, and nine as an associate and then full professor at American
University Washington College of Law). From 2011 to 2014, I also served as
Associate Dean for Scholarship at the Washington College of Law. I am also the co
author of Aspen Publishers' National Security Law and Counterterrorism Law
casebooks.
2. I make this Affidavit on behalf of the first named Defendant, Facebook Ireland
Limited, and I do so from facts within my own knowledge, save where otherwise
appearing, and where so appearing I believe the same to be true and accurate.
3. I make this Affidavit for the purpose of verifying the contents of my report issued on 2
November 2016. I beg to refer to a true copy of the said report upon which marked
with the letters and numbers "SIV1", I have signed my name prior to the swearing
hereof.
4. I have been requested to give evidence in the above entitled proceedings by Gibson
Dunn & Crutcher, a firm which I understand is working together with Mason Hayes &

EXPERT REPORT OF PROFESSOR STEPHEN I. VLADECK
I, Stephen I. Vladeck, declare as follows:
EXPERIENCE AND QUALIFICATIONS
1.

I am currently a (full) professor of law at the University of Texas School of Law, and
have been a full-time academic for 12 years (two as an associate professor at the
University of Miami School of Law, and nine as an associate—and then full—
professor at American University Washington College of Law). From 2011–14, I also
served as Associate Dean for Scholarship at the Washington College of Law.

2.

I am a nationally recognized expert on the role of the U.S. courts in general, but
especially in cases arising out of the war on terrorism. I am co-author of Aspen
Publishers’ National Security Law and Counterterrorism Law casebooks 1—the
leading U.S. law school textbooks in their respective fields. My scholarship, which
has appeared in an array of legal publications—including the Harvard Law Review
and the Yale Law Journal—has been repeatedly cited by U.S. courts and academic
commentators. I have been formally called to testify before Congress over a dozen
times—including at a rare public hearing held by the House Permanent Select
Committee on Intelligence in the aftermath of the Snowden disclosures in 2013—
and have frequently provided informal consultation to numerous congressional
committees and Members of Congress. I also work as a legal analyst and consultant
for CNN.

3.

I have been actively involved in litigation challenging U.S. counterterrorism
policies, and have represented numerous clients (and amici curiae) in judicial
proceedings before federal courts at every level of the U.S. judicial system—from
Guantánamo military commissions to the U.S. Supreme Court. I am currently a
member in good standing of the bars of the State of New York, the District of
Columbia, and the Supreme Court of the United States.

4.

I have won numerous awards for my teaching, scholarship, and service to the legal
profession. I am an elected member of the American Law Institute, a senior editor
of the peer-reviewed Journal of National Security Law and Policy, co-editor in-chief
of the Just Security blog, a senior contributor to the Lawfare blog, a Distinguished
Scholar at the Robert S. Strauss Center for International Security and Law, the
Supreme Court Fellow at the Constitution Project, and a fellow at the Center on
National Security at Fordham University School of Law. I am also a member of the

1. See STEPHEN DYCUS ET AL., NATIONAL SECURITY LAW (6th ed. 2016); STEPHEN DYCUS ET AL.,
COUNTERTERRORISM LAW (3d ed. 2016).
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Board of Academic Advisors of the American Constitution Society (ACS), and the
advisory boards of the Electronic Privacy Information Center (EPIC), the National
Institute of Military Justice (NIMJ), and the RAND History of U.S. Military Policy.
5.

I received my B.A. summa cum laude with highest distinct in History and
Mathematics from Amherst College in 2001, and received my J.D. from Yale Law
School in 2004—where, among other things, I was Executive Editor of the Yale Law
Journal and Student Director of the Balancing Civil Liberties and National
Security Post-9/11 Litigation Project, and where I won the Potter Stewart Prize for
Best Team Performance in Moot Court and the Harlan Fiske Stone Prize for
Outstanding Moot Court Oralist.

THE DPC DRAFT DECISION
6.

I have prepared this report to respond to a series of claims about the current state
of U.S. law advanced by the Honorable Helen Dixon, Data Protection Commissioner
for Ireland, in her May 2016 Draft Decision Under Section 10(1)(b)(ii) of the Data
Protection Acts, 1988 & 2003, in the matter of Complainant Maximillian Schrems
[hereinafter the “DPC Draft Decision”].

7.

Insofar as their analyses are also relevant to my assessment of the DPC Draft
Decision, my report also includes discussions of the 24 May 2016 Memorandum
from Morrison & Foerster LLP to Commissioner Dixon [hereinafter the “Morrison &
Foerster Memo”]; the 1 July 2016 Affidavit of the Honorable John V. O’Dwyer,
Deputy Commissioner in the Office of the Data Protection Commissioner
[hereinafter the “O’Dwyer Affidavit”]; and the 14 October 2016 Expert Report of Ms.
Ashley Gorski, a lawyer with the National Security Project of the American Civil
Liberties Union (ACLU) [hereinafter the “Gorski Report”].

8.

I understand that my duty as an expert is to assist the Court as to matters within
my field of expertise and this overrides any duty or obligation that I may owe to the
party whom I have been engaged by or to any party liable to pay my fees.

9.

Among other things, the DPC Draft Decision concluded that “a legal remedy
compatible with Article 47 of the Charter of Fundamental Rights of the European
Union . . . is not available in the US to EU citizens whose data is transferred to the
US where it may be at risk of being accessed and processed by US State agencies for
national security purposes in a manner incompatible with Articles 7 and 8 of the
Charter.” DPC Draft Decision, supra, at 2. This conclusion appears to have been
predicated on Commissioner Dixon’s separate determinations that the “remedial
mechanisms . . . available under U.S. law” are “not complete,” and that the
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“standing” doctrine applied in U.S. federal courts “operate as a constraint on all
forms of relief available.” DPC Draft Decision, supra, ¶ 45.
10. As I explain in the Report that follows, it is my expert opinion that the DPC Draft
Decision’s analysis is incomplete in several key respects, each of which contributes
to an inaccurate picture of the protections (and remedies) available under current
U.S. law to EU citizens whose data is held by U.S. companies. As noted below, some
of these inaccuracies are compounded by similar shortcomings in the Morrison &
Foerster Memo and the O’Dwyer Affidavit, and not adequately addressed in the
Gorski Report.
11. Thus, this Report endeavors to provide an outline of current U.S. data collection
authorities relevant to data of EU citizens held by U.S. companies, the most
significant internal and external checks on such data-gathering, and the current
scope of judicial and non-judicial remedies for individuals whose data are
unlawfully collected, used, or retained.
12. As this Report explains, thanks to a series of reforms—including the promulgation
of Presidential Policy Directive (PPD) 28, the passage of the USA FREEDOM Act of
2015, and the enactment of the Judicial Redress Act of 2016—there is a more robust
legal regime today to protect data of EU citizens held by U.S. firms from unlawful
seizure by the U.S. government as compared to what was true under U.S. law as
recently as two years ago. While this Report takes no position on whether these
safeguards are sufficient as a matter of EU law, it cannot be gainsaid that they
have markedly improved privacy protections for EU citizens as a matter of U.S. law
and practice.
13. Moreover, although standing doctrine has been an obstacle to some efforts to obtain
judicial redress in cases in which such data is unlawfully seized, it is not nearly as
comprehensive a constraint as the DPC Draft Decision suggests—and the same
issues raised in cases in which standing has been rejected have been litigated on the
merits elsewhere. Indeed, with one important but equivocal exception, 2 the upshot
2. The exception involves claims for damages for violations of the Fourth Amendment under Bivens v. Six
Unknown Named Agents of the Federal Bureau of Narcotics, 403 U.S. 388 (1971). Because EU citizens lacking
substantial voluntary connections to the United States are not protected by the Fourth Amendment, see
United States v. Verdugo-Urquidez, 494 U.S. 259 (1990); see also infra ¶ 55, they—unlike U.S. citizens or noncitizens lawfully present within the United States—could not pursue such claims.
But the exception is equivocal because, as I have documented at some length, U.S. courts have been
hostile to Bivens claims in the national security context—so that such remedies may be formally available to
individuals with Fourth Amendment rights, but have at least thus far proven almost categorically unavailable
to them in practice. See, e.g., Stephen I. Vladeck, The New National Security Canon, 61 AM. U. L. REV. 1295
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of these reforms has been to place EU citizens on materially equal footing as their
American counterparts, at least with respect to their ability to seek redress in cases
of allegedly unlawful data collection from U.S. firms on U.S. soil.
OVERVIEW OF U.S. COLLECTION AUTHORITIES
14. The U.S. government’s legal authority to collect data as part of law enforcement or
foreign intelligence investigations derives from an overlapping—and labyrinthine—
array of statutory and non-statutory authorities. Although some are far less
relevant to the unique issue of EU citizen data held by U.S. companies, the
following paragraphs briefly review the key points that I believe to be relevant to
the DPC Draft Decision’s analysis.
15. With respect to the collection of data outside the United States involving non-U.S.
persons 3 reasonably believed to be outside the United States, the principal
collection authority is Executive Order 12,333, originally issued by President
Ronald Reagan on December 4, 1981. 4 “Twelve-Triple-Three,” as it is commonly
known, is the administrative framework for all U.S. intelligence activities—from
covert operations to surveillance, whether conducted overseas or on U.S. soil. As
relevant here, the order authorizes the collection of 10 types of information, Exec.
Order 12,333, § 2.3, but also imposes a series of collection and minimization
restrictions—limits on the ability of different agencies to conduct particular forms of
data collection, and to retain and use such data once collected. See id. § 2.4. In
particular, the Executive Order imposes fairly strict limits on surveillance within
the United States or directed against U.S. persons abroad—leaving surveillance
directed against non-U.S. persons abroad subject only to the more general collection
restrictions.

(2012). But see Turkmen v. Hasty, 789 F.3d 218 (2d Cir. 2015) (recognizing a Bivens claim arising out of the
allegedly unlawful conditions of confinement of immigration detainees in a national security case), cert.
granted, No. 15-1363, 2016 WL 2653655 (U.S. Oct. 11, 2016).
3. “U.S. person” is a term of art used in U.S. surveillance law to refer, as relevant here, to a U.S. citizen or
a non-citizen who is a lawful permanent resident (LPR) of the United States. See, e.g., 50 U.S.C. § 1801(i);
Exec. Order 12,333 § 3.5(k). A “non-U.S. person” is an individual who does not meet either of these
criteria—and, thus, an individual usually lacking many (albeit not all) of the relevant constitutional
protections.
4. Executive Order 12,333 has been amended three times since its initial promulgation—by Executive
Orders 13,284 (2003), 13,355 (2004), and 13,470 (2008). However, the framework it creates is still generally
referred to as “12,333” (as amended), a convention I follow throughout my Report. All citations to
Executive Order 12,333 are to its current form.
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16. For individuals (or data) physically located within the United States, the principal
means of direct data collection is pursuant to a search warrant. In the “Article III”
U.S. federal courts, 5 such warrants are typically governed by Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 and Rule 41 of the Federal
Rules of Criminal Procedure. As relevant here, federal law enforcement officers may
obtain a search warrant—including a warrant to engage in electronic monitoring—if
it can demonstrate to the satisfaction of a neutral magistrate probable cause to
believe that the target of the search is engaged in particular criminal activity.
17. The Foreign Intelligence Surveillance Act (FISA) was enacted in 1978 as part of a
complex compromise between Congress, the Executive Branch, and the federal
courts, in reaction to a series of surveillance abuses during the 1960s and 1970s. As
one U.S. district court recently explained,
Congress enacted FISA to curb the problem of unchecked domestic
surveillance and intelligence-gathering abuses undertaken by the
executive branch in the post-World War II era. The misconduct was
exposed by a Congressional task force known as the Church
Committee, which produced a series of investigative reports
documenting unlawful surveillance pursued in the name of national
security. The Church Committee concluded that “the massive record of
intelligence abuses over the years” had “undermined the constitutional
rights of citizens ... primarily because checks and balances designed by
the framers of the Constitution to assure accountability have not been
applied.” Accordingly, the Committee urged “fundamental reform,”
5. Article III of the U.S. Constitution provides the baseline framework (and demarcates the outer
jurisdictional boundaries) for the civilian federal courts—including the Supreme Court, the courts of
appeals, the district courts, and a handful of specialty tribunals (such as the Foreign Intelligence Surveillance
Court, or “FISC,” discussed in more detail below). See In re Motion for Release of Court Records, 526 F. Supp. 2d
484, 486 (FISA Ct. 2007) (“Notwithstanding the esoteric nature of its caseload, the FISC is an inferior
federal court established by Congress under Article III.”).
Although Congress retains significant power over the jurisdiction of the Article III courts (especially the
“lower” courts), the hallmark of Article III is judicial independence—as enmeshed in the U.S. Constitution’s
guarantee of life tenure (during “good behavior”) and protection against salary diminution. See U.S. CONST.
art. III, § 1, cl. 1 (“The Judges, both of the supreme and inferior Courts, shall hold their Offices during good
Behaviour, and shall, at stated Times, receive for their Services, a Compensation, which shall not be
diminished during their Continuance in Office.”).
The United States has a separate military justice system, but, as relevant here, neither courts-martial nor
military commissions have any special powers or role in the context of government surveillance. See generally
Stephen I. Vladeck, Military Courts and Article III, 103 GEO. L.J. 933 (2015) (summarizing the relationship
between U.S. military courts and Article III).
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that would “cover[] the field by . . . provid[ing] the exclusive legal
authority for domestic security activities,” including “warrantless
electronic surveillance.”
Jewel v. Nat’l Sec. Agency, 965 F. Supp. 2d 1090, 1104 (N.D. Cal. 2013).
18. Thus, whereas the Executive Branch had previously claimed the authority to
conduct searches—even on U.S. soil—without a warrant in cases of “national
security” (including “domestic security”), FISA created a warrant-like procedure
where the Executive Branch must still go before a neutral magistrate (a judge of the
FISA Court, or FISC) and demonstrate probable cause before receiving a “FISA
warrant” to conduct electronic surveillance (or, as later amended, a physical
search). See infra ¶ 24.
19. Unlike Title III warrants—which require probable cause to believe that the target is
engaged in criminal activity—FISA warrants require probable cause to believe that
the target is a “foreign power” or an agent thereof, and that the premises to be
searched (or each of the communications facilities to be subjected to electronic
surveillance) is being used, or is about to be used, by the foreign power (or agent
thereof). See 50 U.S.C. §§ 1801(a) (defining “foreign power”), 1805(a) (probable cause
for electronic search); 1823(a) (probable cause for physical search). Also unlike Title
III warrants, there is no requirement that the target of a FISA-authorized search
receive notice of the search—until and unless the government seeks to introduce
evidence derived from the search in a criminal prosecution of the target. See id.
§ 1806.
20. FISA also requires that the government’s probable cause affidavit include “a
statement of the proposed minimization procedures,” i.e., the means by which the
government plans to limit its ability to collect, retain, or use non-pertinent
information; and a detailed certification from senior government officials that,
among other things, the information sought is “foreign intelligence information”
that “cannot reasonably be obtained by normal investigative techniques.” See 50
U.S.C. § 1804(a)(4), (6).
21. FISA defines “foreign power” broadly—to include:
(1) a foreign government or any component thereof, whether or not
recognized by the United States; (2) a faction of a foreign nation or
nations, not substantially composed of United States persons; (3) an
entity that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign government
or governments; (4) a group engaged in international terrorism or
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activities in preparation therefor; (5) a foreign-based political
organization, not substantially composed of United States persons; (6)
an entity that is directed and controlled by a foreign government or
governments; or (7) an entity not substantially composed of United
States persons that is engaged in the international proliferation of
weapons of mass destruction.
50 U.S.C. § 1801(a).
22. At least as initially enacted, FISA defined “agent of a foreign power” by reference to
the definition of foreign power itself—although this definition has expanded in
critical ways since September 11 to include
any person other than a United States person, who . . . (C) engages in
international terrorism or activities in preparation therefore; (D)
engages in the international proliferation of weapons of mass
destruction, or activities in preparation therefor; or (E) engages in the
[same conduct described in (D)] for or on behalf of a foreign power, or
knowingly aids or abets any person in the conduct of such proliferation
or activities in preparation therefor, or knowingly conspires with any
person to engage in such proliferation or activities in preparation
therefor.
Id. § 1801(b). (This provision is known as the “lone-wolf” provision, and was added
by the Intelligence Reform and Terrorism Prevention Act of 2004, discussed below.)
23. FISA also created the FISC, a court staffed by 11 already-sitting Article III federal
district judges specially selected by the Chief Justice of the United States to serve
seven-year terms on the FISC (while continuing their regular duties as district
judges). As initially enacted, the FISC could only entertain applications for
warrants from the Executive Branch, the denial of which was appealable to the
three-judge FISA Court of Review (or “FISCR”), comprised of three sitting court of
appeals judges selected by the Chief Justice of the United States. If the FISCR
ruled against the Executive Branch, then an appeal could be taken to the Supreme
Court of the United States. Although these proceedings were ex parte and in
camera, it was widely understood that, because of their resemblance to ordinary
warrant applications (which were also typically resolved ex parte and in camera),
there was no constitutional objection to such a specialized judicial forum. See
generally Stephen I. Vladeck, The FISA Court and Article III, 72 WASH. & LEE L.
REV. 1161, 1167–69 (2015) (summarizing the structure—and constitutional
defenses—of FISA).
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24. Although FISA was initially limited to electronic surveillance, Congress extended
its scope in 1994 to encompass physical searches, as well. See 50 U.S.C. §§ 1821–29.
In 1998, Congress further extended FISA to allow the government to use pen
registers 6 to collect foreign intelligence information in national security
investigations (previously, pen registers were only available in ordinary criminal
investigations). See id. § 1851 (2000). 7
25. Title III and FISA (at least as initially drafted) were focused on targeted searches of
identified individuals. Where the government seeks data from third parties,
different authorities come into play. The traditional tool for government agencies
(law enforcement or otherwise) to obtain non-content data from third parties is the
administrative subpoena—a non-judicial request for data held by third parties that
is, or may be, “relevant” to an ongoing enforcement investigation. U.S. federal law
includes over 335 separate authorities to issue administrative subpoenas. 8
26. Because of concerns that subpoenas could empower the government to sidestep
individuals’ privacy rights with regard to digital information, Congress in 1986
enacted the Electronic Communications Privacy Act (ECPA), Title II of which is the
Stored Communications Act (SCA). The SCA creates both authorities for and
constraints on the government’s collection of online data from communications
service providers. Under the SCA, the government may subpoena the contents of
6. As defined by U.S. law, a “pen register” is “a device or process which records or decodes dialing,
routing, addressing, or signaling information transmitted by an instrument or facility from which a wire or
electronic communication is transmitted, provided, however, that such information shall not include the
contents of any communication.” 18 U.S.C. § 3127(3). A “trap-and-trace” device, in contrast, is “a device or
process which captures the incoming electronic or other impulses which identify the originating number or
other dialing, routing, addressing, and signaling information reasonably likely to identify the source of a wire
or electronic communication, provided, however, that such information shall not include the contents of
any communication.” Id. § 3127(4).
7. Although the nomenclature can quickly become confusing, each time Congress added new authorities
to FISA, it has created a new “title” within the Act. Thus, the “original” FISA authority became known as
“Title I” of FISA; the physical search authority became known as “Title II”; the statute skips “Title III” to
avoid confusion with ordinary law enforcement warrants; “Title IV” is the business records provision; the
pen register and trap-and-trace authorities became known as “Title V”; “Title VI” deals with specific
oversight rules codified in 2004; and “Title VII” encompasses the substantive authorities Congress added in
2008.
8. Detailed discussion of the U.S. government’s wide-ranging subpoena authorities may be found in U.S.
DEP’T OF JUSTICE, OFF. OF LEGAL POL’Y, REPORT TO CONGRESS ON THE USE OF ADMINISTRATIVE
SUBPOENA AUTHORITIES BY EXECUTIVE BRANCH AGENCIES AND ENTITIES (2002), available at
https://www.justice.gov/archive/olp/rpt_to_congress.pdf.
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electronic communications which are either (1) retained on a system for storage
purposes (e.g., opened email which remains on a service provider’s server), or (2)
retained, for more than 180 days, in intermediate or temporary storage (e.g.,
unopened email on a service provider’s server). For the government to obtain the
contents of electronic communications kept for 180 days or less in intermediate or
temporary storage (e.g., unopened email on a service provider’s server), it must
obtain an ordinary search warrant.
27. Despite the distinction that the SCA purports to draw between electronic
communications stored for more than 180 days and those stored for 180 days or less,
U.S. courts have ruled that, in both cases, the seizure of stored e-mails is a “search,”
and thus one for which the government must ordinarily obtain a warrant. Thus, in
United States v. Warshak, 631 F.3d 266 (6th Cir. 2010), the federal appeals court for
Kentucky, Michigan, Ohio, and Tennessee held that individuals will often have a
reasonable expectation of privacy in e-mails stored on a third-party’s server, and
that, in the case at hand, the SCA violated the Fourth Amendment insofar as it
authorized the seizure of the defendant’s e-mails without a warrant. Although
Warshak is only binding precedent in a small part of the country, federal law
enforcement officers have generally followed it in other jurisdictions when seeking
to obtain the content of U.S. persons’ e-mail communications stored on third-party
servers, and bipartisan legislation (the Email Privacy Act, H.R. 699, 114th Cong.)
has been introduced in Congress to codify its holding nationwide.
28. The SCA also authorizes the government to obtain a special court order—a
“§ 2703(d) order”—that is a cross between a subpoena and a warrant, if it can
provide “specific and articulable facts showing that there are reasonable grounds to
believe” that the information to be compelled is “relevant and material to an
ongoing criminal investigation.” 18 U.S.C. § 2703(d). Critically, subpoenas or
§ 2703(d) orders come with stringent notice and judicial review requirements—
which ensure that, at least eventually, the owner of the information (and not just
the communications service provider) becomes aware of the request.
29. At the same time as these authorities were evolving, Congress also began to create
more specific (and secretive) authorities for third-party data requests—what came
to be known as “National Security Letters” (NSLs). Although NSLs have their
origins in financial privacy laws from the 1970s, they became increasingly popular
in the 1980s and 1990s in response to state privacy laws, which began to prohibit
particular types of service providers from voluntarily complying with government
subpoenas.
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30. Thus, the SCA also created the first true NSL authority—authorizing requests to
“wire or electronic communication services provider[s],” but only for “subscriber
information and toll billing records information,” and only if (1) the information was
“relevant to an authorized foreign counterintelligence investigation,” and (2) there
were “specific and articulable facts giving reason to believe that the person or entity
to whom the information sought pertains is a foreign power or an agent of a foreign
power.” 18 U.S.C. § 2709 (1986).
31. As initially conceived, then, NSLs were less powerful than subpoenas, but more
than adequate in situations in which state privacy legislation presented the only
barrier to compliance. Today, there are four NSL authorities other than § 2709—all
of which involve requests for financial records from consumer credit agencies or
financial institutions. See 12 U.S.C. § 3414; 15 id. § 1681u; id. § 1681v; 50 U.S.C.
§ 3162.
32. Whereas NSLs are non-judicial (at least at the outset), Congress also amended
FISA in 1998 to allow the government to obtain orders from the FISC to third
parties to produce documents in their possession concerning an identified foreign
power (or agent of a foreign power)—presumably for circumstances in which state
privacy laws prevented such data sharing without a court order.
33. After the 9/11 attacks, Congress in the USA PATRIOT Act of 2001 made a series of
revisions to existing collection authorities, four of which are especially significant
here:
34. First, the USA PATRIOT Act eliminated a requirement previously imposed by
courts that a FISA warrant could only be issued if the primary purpose of the
underlying investigation was foreign intelligence gathering, rather than law
enforcement. As amended, foreign intelligence gathering need only be “a significant
purpose” of a FISA warrant. See In re Sealed Case, 310 F.3d 717 (FISA Ct. Rev.
2002) (holding that this change did not violate the Fourth Amendment).
35. Second, although Congress had added pen-register authority to FISA in 1998, it
expanded that authority to include trap-and-trace devices as well, and expanded the
category of information that could lawfully be collected by such devices (to almost
all technical, non-content information, including IP addresses and the volume of emails sent to and from specific accounts). See ante at 8 n.6 (noting the scope of penregister and trap-and-trace authorities in non-foreign intelligence law enforcement
investigations).
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36. Third, Congress amended the production order authority provided in 1998 to
require only that the “tangible things” to be produced be “relevant” to an ongoing
investigation—not that they involve a specifically identified foreign power or an
agent thereof. 9
37. Fourth, Congress dramatically expanded NSL authority by eliminating the
requirement of a connection to a foreign power (or agent thereof), and by broadening
the class of FBI officials authorized to issue an NSL. 10
38. Although Congress made a series of additional revisions to the government’s
collection authorities in the Intelligence Reform and Terrorism Prevention Act of
2004 (including the revisions to the definition of “agent of a foreign power”
discussed in ¶ 22, supra), the most significant revisions came in the temporary
Protect America Act of 2007 (PAA), and then the somewhat-more-permanent FISA
Amendments Act of 2008 (FAA). 11 The FAA was designed to provide wholesale
authorization for a particular kind of warrantless electronic surveillance that had
become, from the government’s perspective, unduly cumbersome to pursue on a
case-by-case, warrant-driven basis—where the target was a non-U.S. person
communicating with another non-U.S. person, but where the communication
transited through U.S. infrastructure (and so appeared to be covered by FISA, as
opposed to Executive Order 12,333).
39. The centerpiece of the FISA Amendments Act is new section 702 of FISA, 12 which
empowers the government to target non-U.S. persons reasonably believed to be
located outside the United States by issuing “directives” to an “electronic
communication service provider” for “all information, facilities, or assistance
9. This provision—“section 215”—became the controversial basis for the U.S. government’s bulk
collection of Americans’ phone records, the program the Second Circuit invalidated in ACLU v. Clapper,
785 F.3d 787 (2d Cir. 2015), and which Congress overhauled in the USA FREEDOM Act of 2015.
10. At first, the expanded NSL provision did not allow a recipient to discuss the request with anyone, nor
to challenge the request in court. After two different courts struck down the revised authority on
constitutional grounds, Congress added a more robust mechanism for judicial review of NSLs. See generally
Doe v. Gonzales, 449 F.3d 415 (2d Cir. 2006) (discussing the evolution of this provision).
11. Although the FAA was initially set to sunset on December 31, 2012, Congress reauthorized it for an
additional five years. See ‘FISA Amendments Act Reauthorization Act of 2012, Pub. L. No. 112-238, § 2(a),
126 Stat. 1631, 1631. Thus, the FAA is currently scheduled to expire on December 31, 2017. See id.
12. Although many commentators misleadingly refer to the provision as section 702 of the 2008 law, the
FAA in fact created a new Title VII within FISA, such that it is more descriptively accurate to refer to
section 702 as being part of FISA itself, as added by Congress in section 101(a)(2) of the 2008 FISA
Amendments Act. See Pub. L. No. 110-261, § 101(a)(2), 122 Stat. 2436, 2438.
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necessary to accomplish the acquisition in a manner that will protect the secrecy of
the acquisition and produce a minimum of interference with the services that such
electronic communication service provider is providing to the target of the
acquisition.”
40. As the U.S. Privacy and Civil Liberties Oversight Board (PCLOB) 13 explained in its
thorough 2014 report on section 702, “Drafting applications that demonstrated
satisfaction of [FISA’s] probable cause standard, the government has asserted,
slowed and in some cases prevented the acquisition of foreign intelligence
information,” even though the targets of the surveillance were invariably non-U.S.
persons—and, thus, outside the ambit of the Fourth Amendment. See PRIV. & CIVIL
LIBERTIES OVERSIGHT BOARD, REPORT ON THE SURVEILLANCE PROGRAM OPERATED
PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 18
(2014) [hereinafter “PCLOB REPORT”], available at
https://www.pclob.gov/library/702-Report.pdf.
41. Section 702 forbids “intentionally” targeting U.S. persons, and also requires any
“acquisition” under that provision to be conducted consistently with certain
“minimization” procedures designed to limit the incidental and inadvertent
collection, as well as the retention and dissemination, of U.S. person data. To
authorize an acquisition under section 702, the FISC must find that the
programmatic targeting and minimization procedures comply with section 702 and
the Fourth Amendment—in other words, it reviews the program procedures, not
discrete applications for, or acts of, individualized surveillance. See 50 U.S.C.
§ 1881a.
42. Once the FISC approves the targeting and minimization procedures, collection
under section 702 is not bulk or indiscriminate, but, as the PCLOB has noted,
“consists entirely of targeting specific persons about whom an individualized
determination has been made.” PCLOB REPORT, supra, at 103.

13. The PCLOB (in its current form) is an independent agency within the Executive Branch created by
Congress in 2007 in response to recommendations made by the 9/11 Commission. The Board’s enabling
statute invests it with two basic authorities: (1) to review and analyze actions the executive branch takes to
protect the nation from terrorism, ensuring that the need for such actions is balanced with the need to
protect privacy and civil liberties, and (2) to ensure that liberty concerns are appropriately considered in the
development and implementation of laws, regulations, and policies related to efforts to protect the nation
from terrorism. The Board, which is statutorily charged with the creation and production of periodic reports
on matters within its mandate, is comprised of four part-time members and a full-time chairman, each of
whom is appointed by the President, with the advice and consent of the Senate, for staggered six-year terms.
See 42 U.S.C. § 2000ee.
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43. Collection of information under section 702 is targeted through the use of individual
selectors, such as email addresses or telephone numbers, which U.S. intelligence
personnel have determined are likely being used to communicate foreign
intelligence information of the type covered by the certification submitted to the
FISC. The basis for selection of the target must be documented, and the
documentation for every selector is subsequently reviewed by the Department of
Justice. The U.S. government has released information showing that, in 2014, there
were approximately 90,000 individuals targeted under section 702. See Letter from
Hon. Robert S. Litt, General Counsel, Off. of the Dir. of Nat’l Intelligence, to Mr.
Justin S. Antonipillai, U.S. Dep’t of Commerce, and Mr. Ted Dean, Int’l Trade
Admin. (Feb. 22, 2016) [hereinafter “Litt Letter”], available at
http://ec.europa.eu/justice/data-protection/files/privacy-shield-adequacy-decisionannex-6_en.pdf.
44. In the aftermath of a series of unauthorized disclosures by Edward Snowden, 14 the
public became aware of at least two separate types of collection programs conducted
under the auspices of section 702: The first is PRISM, which the PCLOB
summarized as follows:
In PRISM collection, the government sends a selector, such as an email
address, to a United States-based electronic communications service
provider, such as an Internet service provider (“ISP”), and the provider
is compelled to give the communications sent to or from that selector to
the government. PRISM collection does not include the acquisition of
telephone calls. The [NSA] receives all data collected through PRISM.
In addition, the Central Intelligence Agency (“CIA”) and the [FBI] each
receive a select portion of PRISM collection.
PCLOB REPORT, supra, at 7.
45. The second program under section 702 is “upstream collection.” Unlike PRISM,
“‘upstream’ acquisition occurs with the compelled assistance of providers that
control the telecommunications ‘backbone’ over which telephone and Internet
communications transit, rather than with the compelled assistance of ISPs or
similar companies.” Id. Upstream collection also includes telephone calls in addition
to Internet communications, but data from upstream collection is received only by
14. The initial reporting concerning the Snowden disclosures included various factual and legal errors that
have been highlighted (and corrected) elsewhere. For present purposes, the accuracy of the original
disclosures is less significant than the investigations and comprehensive official reports that they
provoked—including the PCLOB Report cited herein.
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the NSA: neither the CIA nor the FBI has access to unminimized upstream data.
And as the PCLOB summarized,
the upstream collection of Internet communications includes two
features that are not present in PRISM collection: the acquisition of socalled “about” communications and the acquisition of so-called
“multiple communications transactions” (“MCTs”). An “about”
communication is one in which the selector of a targeted person (such
as that person’s email address) is contained within the communication
but the targeted person is not necessarily a participant in the
communication. Rather than being “to” or “from” the selector that has
been tasked, the communication may contain the selector in the body
of the communication, and thus be “about” the selector. An MCT is an
Internet “transaction” that contains more than one discrete
communication within it. If one of the communications within an MCT
is to, from, or “about” a tasked selector, and if one end of the
transaction is foreign, the NSA will acquire the entire MCT through
upstream collection, including other discrete communications within
the MCT that do not contain the selector.
Id.; see also [Case Name Redacted], [Docket # Redacted], 2011 WL 10945618 (FISA
Ct. Oct. 3, 2011) (summarizing upstream and the unique issues raised by MCTs)
[hereinafter “October 2011 Bates Opinion”].
46. In addition to the collection authorities described above, the U.S. government also
enjoys a series of authorities to receive data from partner countries overseas,
typically through Mutual Legal Assistance Treaties (MLATs). Most MLATs only
allow data transfers of confidential information in one government’s possession to
the extent that the same data would be available to the requesting government’s
law enforcement or judicial authorities—as enmeshed, for example, in Article 9(2) of
the U.S.-Ireland MLAT. Separate from MLATs, the so-called “Umbrella Agreement”
also authorizes cross-border data transfers between governments related to
criminal investigations—although it remains in its nascent stages.
47. Instead, the overwhelming majority of data transfers across borders are done
privately. This reality is what led to the creation of the “Safe Harbor” framework,
under which companies operating within the European Economic Area would be
allowed to export data to U.S. partners so long as they adhered to a list of principles
and accompanying guidelines to ensure the protection of their customers’ data. And
concerns over the U.S. government’s ability to collect such data once it was
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transferred notwithstanding the principles and guidelines led to the CJEU’s
October 2015 decision invalidating the Safe Harbor framework.
48. In response, the United States and the EU entered into the “Privacy Shield”
agreement, which imposes far stronger obligations on U.S. companies to protect
Europeans’ personal data. The Privacy Shield framework once again allows for
cross-border data transfers, but with constraints and limitations that are designed
to be far more robust—along with clearer remedies for abuses, especially the
creation of a Privacy Shield Ombudsman within the U.S. State Department
(independent of the U.S. intelligence community) to facilitate and investigate
complaints that data has been transferred in violation of the Privacy Shield
framework.
49. The entry into force of the Privacy Shield framework came alongside three
significant reforms to U.S. law regarding collection authorities of especial relevance
to the concerns raised in the DPC Draft Decision. First, in January 2014, President
Obama promulgated Presidential Policy Directive (PPD) 28, which includes a series
of novel constraints on the U.S. government’s ability to collect, retain, and use
personal data of non-U.S. persons, many of which will be summarized below.
50. Second, in June 2015, Congress passed and President Obama signed into law the
USA FREEDOM Act, which imposes new limits on the U.S. government’s ability to
engage in “bulk collection” of phone records—limits that apply to collection of both
U.S. persons’ and non-U.S. persons’ phone records alike (but that are likely of less
significance to non-U.S. persons insofar as the collection authority is directed at
U.S. telecommunications providers). The USA FREEDOM Act also included
significant reforms to the FISC—especially with regard to increasing adversarial
litigation before that court, as discussed below.
51. Finally, in February 2016, Congress passed and President Obama signed into law
the Judicial Redress Act, which is functionally designed and intended to extend
many of the protections of the Privacy Act of 1974 (described in more detail below)
to citizens of the EU.
52. Thus, with regard to data of EU citizens held by U.S. companies within the
territorial United States, the key collection authorities today are
a.
b.
c.
d.

§ 2703(d) orders under the Stored Communications Act;
National Security Letters;
FISA warrants; and
Section 702 of FISA.
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53. And, as relevant here, each of these authorities includes a series of built-in
collection restrictions, along with various use and retention rules (described in more
detail below) that further constrain what the government is allowed to do with the
data it collects.

CONSTRAINTS ON U.S. COLLECTION AUTHORITIES
54. By far, the most widely cited constraint on U.S. data collection authorities is the
Fourth Amendment to the U.S. Constitution, which provides that “[t]he right of the
people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated, and no warrants shall
issue, but upon probable cause, supported by oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be seized.”
Contemporary Supreme Court doctrine has reduced the Fourth Amendment to two
different requirements—the Warrant Clause (which has numerous exceptions); and
the Unreasonable Search and Seizure Clause.
55. In the context of data of EU citizens held by U.S. companies, however, the Fourth
Amendment is less likely to play a role. Under the Supreme Court’s 1990 ruling in
United States v. Verdugo-Urquidez, non-citizens lacking substantial voluntary
connections to the United States are not protected by the Fourth Amendment. See
494 U.S. 259 (1990). Although the Supreme Court has never addressed whether the
Fourth Amendment might apply to searches of those individuals’ data if the data is
located within the United States, the prevailing assumption is that the answer is
“no.”
56. Even if the Fourth Amendment does apply to such searches, 15 the collection
authorities most relevant to data of EU citizens held by U.S. companies have thus
far been held to not violate the Fourth Amendment, either because of a “foreign
intelligence surveillance” exception to the Warrant Clause; 16 the “third-party
15. Numerous scholars have argued that, unlike Chief Justice Rehnquist’s formalistic denial of Fourth
Amendment rights to non-citizens outside the territorial United States, the more compelling (and
controlling) opinion in Verdugo-Urquidez is Justice Kennedy’s more functionalist concurrence. See, e.g.,
Jennifer Daskal, The Un-Territoriality of Data, 125 YALE L.J. 326, 339–40 & n.36 (2015). And in October 2016,
the Supreme Court granted certiorari in a case presenting precisely this question—i.e., whether
extraterritorial application of the Fourth Amendment to non-citizens should be resolved on formal or
functional terms. See Hernandez v. Mesa, No. 15-118, 2016 WL 5897576 (U.S. Oct. 11, 2016). By way of full
disclosure, I am co-counsel to the Petitioner in Hernandez.
16. On the foreign intelligence surveillance exception to the Warrant Clause, see In re Directives [Redacted
Text] Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d 1004, 1010–11 (FISA Ct. Rev.
2008).
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doctrine”; 17 or some combination thereof. In this regard, EU citizens are no
differently situated than their American counterparts; the principal and most
significant constraints on the government’s data collection and retention authorities
in this field are statutory and administrative.
57. As noted above, each of the collection authorities relevant to EU citizen data held by
U.S. companies includes a series of built-in collection restrictions. Thus, § 2703(d)
orders and NSLs are quite limited in the specific kinds of information that
companies can be compelled to turn over; FISA warrants can sweep more broadly,
but they require probable cause to believe that the target of the search is not just a
foreign national, but an “agent of a foreign power”; and section 702 only authorizes
programmatic surveillance consistent with the prescribed targeting and
minimization requirements.
58. Under the NSA’s now-declassified minimization requirements under section 702,
the agency may retain communications to, from, or about an American if they
contain foreign intelligence information (an expansively defined concept that
includes information relating to U.S. foreign affairs), evidence of a crime, certain
cybersecurity-related information, or information “pertaining to a threat of serious
harm to life or property.” See, e.g., Benjamin Wittes & Sean Mirski, The NSA
Documents, Part VI: The 2011 Minimization Procedures, LAWFARE, Aug. 23, 2013,
https://www.lawfareblog.com/nsa-documents-part-vi-2011-minimization-procedures.
Although the Wittes/Mirski analysis was pegged to the 2011 procedures, the 2015
procedures do not appear to be materially different. See Off. of the Dir. of Nat’l
Intelligence, IC on the Record, Release of 2015 Section 702 Minimization
Procedures (Aug. 11, 2016), https://icontherecord.tumblr.com/post/148797010498/
release-of-2015-section-702-minimization. The government has also declassified the
FBI’s 2014 and the CIA’s 2015 minimization procedures under section 702, as well.
See https://www.dni.gov/files/documents/2015CIAMinimizationProcedures_
Redacted.pdf (CIA); https://www.dni.gov/files/documents/ppd-28/
2014%20FBI%20702%20Minimization%20Procedures.pdf (FBI).
59. U.S. persons’ communications that do not meet those criteria are generally to be
“destroyed upon recognition,” but the NSA is otherwise permitted to retain these
communications for up to six years from the start of surveillance. And the NSA may
share “unminimized communications” with the FBI and CIA, subject to those
agencies’ minimization procedures.

17. See, e.g., In re Application of the F.B.I., No. 15-01, 2015 WL 5637562, at *9–13 (FISA Ct. June 29, 2015).
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60.

Communications acquired under section 702, whether of U.S. persons or non-U.S.
persons, are stored in databases with strict access controls. They may be reviewed
only by intelligence personnel who have been trained in the relevant (and privacyprotecting) minimization procedures, and who have been specifically approved for
that access in order to carry out their authorized functions. See Litt Letter, supra,
at 11.

61.

In light of these measures, in its 2014 Report on section 702, the PCLOB concluded
that “the protections contained in the Section 702 minimization procedures are
reasonably designed and implemented to ward against the exploitation of
information acquired under the program for illegitimate purposes. The Board has
seen no trace of any such illegitimate activity associated with the program, or any
attempt to intentionally circumvent legal limits.” PCLOB REPORT, supra, at 11.

62. And although the targeting and minimization requirements under section 702 are
designed to minimize the collection of U.S. person information, one of the central
reforms of PPD-28 is to expand application of these principles to collection of nonU.S. person data, as well. Under section 2 of PPD-28, signals intelligence collected
in bulk can only be used for six specific purposes: detecting and countering certain
activities of foreign powers; counterterrorism; counter-proliferation; cybersecurity;
detecting and countering threats to U.S. or allied armed forces; and combating
transnational criminal threats, including sanctions evasion.
63. Further to that end, section 4 of PPD-28 requires that each U.S. intelligence agency
have express limits on the retention and dissemination of personal information
about non-U.S. persons collected by signals intelligence, comparable to the limits for
U.S. persons. To qualify for retention or dissemination as foreign intelligence,
personal information must relate to one of the authorized intelligence requirements
described above; be reasonably believed to be evidence of a crime; or meet one of the
other standards for retention of U.S. person information identified in section 2.3 of
Executive Order 12,333.
64. Information for which no such determination has been made may not be retained
for more than five years, unless the Director of National Intelligence expressly
determines that continued retention is in the national security interests of the
United States. Thus, U.S. agencies must generally delete non-germane non-U.S.
person information collected through signals intelligence five years after collection.
Section 4(a)(1) of PPD-28 further bars U.S. agencies from disseminating personal
information solely because the individual in question is a non-U.S. person.
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65. In addition to the targeting and minimization restrictions, one of the most
significant constraints on the government’s ability to use data within its possession
is the Privacy Act of 1974, which restricts the records that a federal agency may
keep, requiring that they be “relevant and necessary to accomplish a [required]
purpose of the agency.” When an agency “establish[es] or revis[es]” the “existence or
character” of a database, it must publish a notice in the Federal Register called a
System of Records Notice (SORN). The SORN describes the records being kept in
the database and their permissible uses. The Act also obligates agencies to give
individuals a mechanism to see and challenge the accuracy of their information (as
discussed in more detail below), and it restricts agencies’ maintenance of
information about First Amendment-protected activity. See generally 5 U.S.C.
§ 552a.
66. Although the Privacy Act as written only applies to U.S. persons, the Judicial
Redress Act of 2016 (JRA) extends its protections to citizens of covered countries (or
“regional economic integration organizations”). A country (or regional economic
integration organization) can be designated as “covered” under the JRA by the
Attorney General if (i) it has an agreement with the United States regarding
privacy protections for data shared in the course of joint investigations, or has
“effectively shared” such information with U.S. authorities and adequately protects
privacy; (ii) it allows U.S. companies to transfer its citizens’ data between its
territory and the United States; and (iii) the data-transfer agreement does not
“materially impede the national security interests of the United States.” See
Judicial Redress Act of 2016, Pub. L. No. 114-126, § 2(d)(1), 130 Stat. 282, 282–83
(to be codified at 5 U.S.C. § 552 note). The U.S. government has not yet made the
“covered country” determinations contemplated by the JRA, but the process for so
designating the EU is apparently underway.
67. To be sure, even if the EU is so designated, the JRA would not necessarily put EU
citizens on the same footing as U.S. persons, given the limits on the kinds of causes
of action that can be brought under the JRA, see id. § 2(a); and the specific
definition of a “covered record” to focus on materials transferred from overseas to “a
designated Federal agency or component for purposes of preventing, investigating,
detecting, or prosecuting criminal offenses,” id. § 2(h)(4).
68. These distinctions may pale, however, in comparison to larger constraints built in to
the Privacy Act itself, including the authority of agencies to exempt their records
from the Privacy Act in their entirety in certain circumstances, including when the
records are classified in the interest of national security. See 5 U.S.C. § 552a(k)(1).
The NSA has taken advantage of this provision. See 32 C.F.R. § 322.7(a) (2016) (“All
systems of records maintained by the NSA/CSS and its components shall be exempt
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from the requirements of 5 U.S.C. 552a(d) pursuant to 5 U.S.C. 552a(k)(1) to the
extent that the system contains any information properly classified under Executive
Order 12958 and that is required by Executive Order to be kept secret in the
interest of national defense or foreign policy.”). Lest it seem like this maneuver is
controversial, though, “It is hard to see how it could be otherwise. . . . [I]f the NSA
obtains data belonging to a terrorist who is in Paris and may be planning an attack,
it should not have to provide the target with access to his files and the ability to
correct them,” the core purpose of the Privacy Act. Tim Edgar, Redress for NSA
Surveillance: The Devil is in the Details, LAWFARE, Oct. 19, 2015,
https://www.lawfareblog.com/redress-nsa-surveillance-devil-details.
69. On top of these varying built-in collection, use, and retention restrictions, U.S.
government data collection is subject to a series of oversight and accountability
mechanisms. The NSA—one of 17 U.S. intelligence agencies—has over 300
employees dedicated to compliance, and other agencies also have their own
oversight offices. In addition, the Department of Justice provides extensive
oversight of intelligence activities, and oversight is also provided by the Department
of Defense. See Litt Letter, supra, at 7–8.
70. Each U.S. intelligence agency has its own Office of the Inspector General, internal
departments with responsibility for oversight of foreign intelligence activities,
among other matters. Inspectors General are statutorily independent; have broad
power to conduct investigations, audits and reviews of programs, including of fraud
and abuse or violation of law; and can recommend corrective actions. And although
Inspector General recommendations are usually non-binding, their reports are often
made public, and are in any event are provided to Congress. Congress is thus kept
abreast of any non-compliance and can exercise its oversight and funding powers to
achieve corrective action.
71. In addition, the Office of the Director of National Intelligence’s Civil Liberties and
Privacy Office (CLPO) is tasked with responsibility for ensuring that the U.S.
intelligence community operates in a manner that advances national security while
protecting civil liberties and privacy rights. Other U.S. intelligence agencies have
their own privacy officers.
72. Moreover, as noted above, the PCLOB has been charged by Congress with the
responsibility for analyzing and reviewing counterterrorism programs and policies,
including the use of signals intelligence, to ensure that they adequately protect
privacy and civil liberties. Among its public reports on intelligence activities is a
comprehensive report on collection under section 702. See PCLOB REPORT, supra.
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73. Finally, Congress, through the House and Senate Intelligence and Judiciary
Committees, exercises significant oversight responsibilities with respect to U.S.
foreign intelligence activities. For collection under section 702, specifically,
Congress exercises oversight through statutorily required reports to the Intelligence
and Judiciary Committees, and periodic briefings and hearings. These include a
semiannual report by the Attorney General documenting the use of section 702 and
any compliance incidents; a separate semiannual assessment by the Attorney
General and the DNI documenting compliance with the targeting and minimization
procedures, including compliance with the procedures designed to ensure that
collection is for a valid foreign intelligence purpose; and an annual report by heads
of intelligence elements which includes a certification that collection under section
702 continues to produce foreign intelligence information. Taken together, this
array of oversight authorities led one commentator to describe FISA surveillance as
“the most oversight-laden foreign intelligence activity in the history of the planet.”
Carrie Cordero, Thoughts on the Proposals to Make FISA More Friendly, LAWFARE,
Aug. 12, 2013, https://www.lawfareblog.com/thoughts-proposals-make-fisa-morefriendly.
74. In addition to these oversight mechanisms, each of the collection authorities
described above is subject to judicial review. NSLs and § 2703(d) orders can be
attacked by their recipients in regular federal district courts. FISA warrant
applications are carefully scrutinized by the FISC (and can be collaterally attacked
in civil and criminal litigation, as discussed below), and collection under section 702
is also subject to review by the FISC (and, in some cases, collateral review in civil
and criminal litigation, as discussed below). Indeed, section 702 expressly
authorizes the recipient of the “directives” (communications service providers, such
as Facebook, Google, or Yahoo!) to challenge such directives before the FISC—and
to appeal adverse decisions to the FISCR and, if necessary, the Supreme Court. Cf.
In re Directives [Redacted Text] Pursuant to Section 105B of the Foreign Intelligence
Surveillance Act, 551 F.3d 1004 (FISA Ct. Rev. 2008) (entertaining an appeal from a
communications service provider—which we now know to have been Yahoo!—under
the similar provisions of the temporary precursor to section 702).
75. The FISC not only provides review of section 702 collection when it authorizes the
initial program (and recertifies it thereafter), but it exercises an ongoing review of
these authorities through the government’s obligation to report compliance
incidents. See FISC R. 13(b) (mandating written submissions to the judge who
approved particular applications whenever the government discovers “that any
authority or approval granted by the Court has been implemented in a manner that
did not comply with the Court’s authorization or approval or with applicable law”).
Indeed, one of the most troubling reported abuses of section 702 came to light only
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because of a declassified October 2011 FISC opinion identifying the abuse (in
response to a reported compliance incident) and sanctioning the government in
response. See October 2011 Bates Opinion, supra. Although there are reasons to
question whether the judicial review provided by the FISC is as rigorous as it could
be, there is little doubt, as the October 2011 episode demonstrates, that it has
served as a significant check upon the government’s execution of its collection
authorities.
76. To help bolster the FISC’s role as an accountability mechanism, Congress in the
USA FREEDOM Act of 2015 formalized a procedure for the participation of an
amicus curiae tasked with providing the court with “legal arguments that advance
the protection of individual privacy and civil liberties,” “information related to
intelligence collection or communications technology,” or “legal arguments or
information regarding any other area relevant to the issue presented to the court,”
in cases “present[ing] a novel or significant interpretation of the law.” USA
FREEDOM Act of 2015, Pub. L. No. 114-23, § 401, 129 Stat. 268, 279–81 (to be
codified at 50 U.S.C. § 1803(i)). Although, as I have written elsewhere, I believe
Congress could—and should—have gone further in the creation of such a “special
advocate” position, 18 the amicus provision already appears to have had a salutary
impact on the quality of the FISC’s decisionmaking, as evidenced by amica curiae
Amy Jeffress’s well-documented role in an important November 2015 ruling by the
FISC. See Robert Loeb & Helen Klein Murillo, A Comprehensive Look at the FISC
Order Legal Analysis, LAWFARE, Apr. 28, 2016, https://www.lawfareblog.com/
comprehensive-look-fisc-order-legal-analysis.
77. In addition, as noted below, the government’s execution of its collection authorities
is also subject to accountability through ordinary civil and criminal litigation—
including motions to suppress evidence derived from these collection programs in
criminal cases and civil suits seeking declaratory or injunctive relief or damages
arising out of alleged abuses of these authorities. The remedial scheme is by no
means perfect, but there is little question that the existence of these additional
accountability mechanisms exerts pressure on the government to hew to the
permissible scope of its collection authorities.
78. Thus, the collection authorities described above are subject to a series of significant
constraints, including:

18. See Stephen I. Vladeck, The Case for a FISA “Special Advocate,” 2 TEX. A&M L. REV. (forthcoming
2016), available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2546388.
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a. Legal constraints on collection, including built-in limits and those required by
the Fourth Amendment, Executive Order 12,333, and PPD-28;
b. Legal constraints on the use and retention of collected information, including
built-in limits and those required by the Fourth Amendment, Executive
Order 12,333, PPD-28, and federal statutes such as the Privacy Act;
c. Robust internal constraints on access to the collected data;
d. Internal oversight through agency Inspector General and Privacy and Civil
Liberties Offices;
e. External oversight by the PCLOB;
f. External oversight by the House and Senate Intelligence and Judiciary
Committees; and
g. Ex ante and ongoing judicial supervision through judicial review.

REMEDIES FOR ABUSES
79. In addition to the substantial oversight and accountability mechanisms described
above, U.S. law provides an array of remedies for abuses of government surveillance
authorities. In the DPC Draft Decision, Commissioner Dixon concluded that
“remedial mechanisms . . . available under U.S. law” are “not complete,” and that
the “standing” doctrine applied in U.S. federal courts “operate as a constraint on all
forms of relief available.” DPC Draft Decision, supra, ¶ 45. This conclusion was
apparently predicated on the discussion of Article III standing in the Morrison &
Foerster Memo, supra, at 13–16. On closer inspection, although there certainly are
defects in the existing remedial scheme, the DPC Draft Decision (like the Morrison
& Foerster Memo) fails entirely to account for several of its key features while
misinterpreting several others—and, as a result, paints a rather incomplete picture
of contemporary U.S. law.
80. First, the DPC Draft Decision, like the Morrison & Foerster Memo, nowhere
mentions 50 U.S.C. § 1809, which makes it a federal felony for an individual to
intentionally “engage[] in electronic surveillance under color of law” without
statutory authorization, or to “disclose[] or use[] information obtained under color of
law by electronic surveillance, knowing or having reason to know that the
information was obtained through electronic surveillance not authorized” by
statute. Thus, if any government official intentionally conducts unauthorized
surveillance or discloses or uses the fruits thereof, they face serious criminal
penalties under U.S. law—a measure that should deter government officials from
intentionally violating the restrictions described above.
81. Second, as in the Morrison & Foerster Memo, the DPC Draft Decision’s survey of
available remedies to challenge unlawful electronic surveillance is incomplete. Of
most significance, neither the DPC Draft Decision nor the Morrison & Foerster
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Memo anywhere addresses the Administrative Procedure Act (APA), section 702 19
of which provides that “A person suffering legal wrong because of agency action, or
adversely affected or aggrieved by agency action within the meaning of a relevant
statute, is entitled to judicial review thereof,” including declaratory and injunctive
relief.” 5 U.S.C. § 702. Critically for present purposes, section 702 does not
distinguish between plaintiffs who are U.S. persons and those who are not. See, e.g.,
Bangura v. Hansen, 434 F.3d 487, 500 (6th Cir. 2006) (“[T]he fact that Mrs.
Bangura is an alien does not deprive her of the right to sue under the APA.”).
82. Indeed, it was the APA, and not any of the causes of action discussed in the DPC
Draft Decision, that provided the basis for the Second Circuit’s invalidation of the
bulk phone records program in ACLU v. Clapper, 785 F.3d 787 (2d Cir. 2015), only
after the court painstakingly explained why none of the more specific remedies
referred to in the DPC Draft Decision or the Morrison & Foerster Memo preempted
or otherwise precluded the more general remedy provided by the APA.
83. The existence of a private civil remedy to challenge allegedly unlawful surveillance
under the APA is significant because it overcomes many of the shortcomings the
DPC Draft Decision and Morrison & Foerster Memo identified in the other
discussed civil remedies; if the government is collecting the data of an EU citizen in
violation of the FAA or some other statutory constraint (or, indeed, in violation of
the U.S. Constitution), the APA appears to provide a remedy for declaratory and/or
injunctive relief available to U.S. citizens and non-citizens alike.
84. Third, with regard to damages, the DPC Draft Decision, like the Morrison &
Foerster Memo, is skeptical of the remedy provided by 50 U.S.C. § 1810 because, as
it correctly notes, “this provision does not operate as a waiver of sovereign
immunity, which means that the US cannot be held liable under this section.” DPC
Draft Decision, supra, ¶ 47(3). See Al-Haramain Islamic Found. v. Obama, 705 F.3d
845 (9th Cir. 2012) (so holding). But the DPC Draft Decision proceeds to suggest
that “the utility of pursuing individual officers may is [sic] questionable,” without
providing any substantiation. Indeed, “officer suits” have always been the most
common mechanism for obtaining damages under U.S. law when suing government
officials within their official capacity—entirely because of sovereign immunity
concerns. 20 See, e.g., Little v. Barreme, 6 U.S. (2 Cranch) 170 (1804).
19. The section numbering is an unhelpful, but unavoidable, coincidence, as “section 702 of the APA”
refers to section 702 of Title 5 of the U.S. Code, in contrast to “section 702 of FISA,” which refers to
section 1881a of Title 50 of the U.S. Code.
20. For a comprehensive discussion of these complex doctrines, see Vicki C. Jackson, Suing the Federal
Government: Sovereignty, Immunity, and Judicial Independence, 35 GEO. WASH. INT’L L. REV. 521 (2003).
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85. Thus, there is nothing untoward about the specter of suing an individual officer—
for example, the Director of National Intelligence—for unlawful surveillance under
§ 1810. If the DPC Draft Decision’s skepticism of § 1810 is instead attributable to
the (surely correct) view that an individual officer is not likely to be in a position to
satisfy a significant damages judgment, it is worth emphasizing that, in virtually
every case in which § 1810 could apply, the federal government would almost
certainly indemnify the officer defendant.
86. Fourth, the DPC Draft Decision is skeptical of the utility of the suppression remedy
provided by 50 U.S.C. § 1806—which allows defendants in criminal cases to seek to
exclude any evidence derived from FISA on the ground that it was unlawfully
obtained. Commissioner Dixon is certainly correct that the § 1806 suppression
remedy “is not a free-standing mechanism that can be invoked, but rather is more
akin to a defensive protection for the individual in administrative and judicial
proceedings.” DPC Draft Decision, supra, ¶ 47(4). But this analysis neglects the
very distinct possibility that a motion to suppress may result in litigation of a
substantive legal issue of transcendent importance—including the legality of
particular collection methods and programs under section 702 of FISA. 21
87. Indeed, the most significant constitutional challenges to section 702 to date have all
arisen in the context of motions to suppress evidence in criminal cases under
§ 1806. See, e.g., United States v. Hasbajrami, No. 11-623, 2016 WL 1029500
(S.D.N.Y. Mar. 8, 2016); United States v. Muhtorov, No. 12-33 (D. Colo. Nov. 19,
2015); United States v. Mohamud, No. 10-475, 2014 WL 2866749 (D. Or. June 24,
2014). If any of these cases lead to a judicial determination that evidence should be
(or should have been) suppressed because particular aspects of 702 collection are
illegal and/or unconstitutional, that will necessarily have consequences far beyond
that individual defendant’s case. 22

21. The DPC Draft Decision’s analysis also neglects the broader significance of § 1806 as evidence of
Congress’s intent to abrogate the state secrets privilege in civil cases claiming violations of FISA—as
discussed below.
22. Although the DPC Draft Decision does not raise this concern, it is worth noting that, at various
points, the U.S. government was not satisfying its statutory obligation to provide notice to criminal
defendants in all cases in which it sought to use evidence “derived from” FISA. After the discrepancy
became clear, the Justice Department conducted a detailed review—and subsequently began providing
notice to more defendants, especially those against whom some of the evidence being admitted was derived
from section 702. See Sari Horwitz, Justice is Reviewing Criminal Cases That Used Surveillance Evidence Gathered
Under FISA, WASH. POST, Nov. 15, 2013.
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88. Fifth, the DPC Draft Decision also suggests that existing remedies would provide
no basis for challenging collection of data under non-statutory authorities such as
Executive Order 12,333. Thus, it concludes, “it is simply not possible to assess
whether or not the remedies outlined above are sufficient to address the full extent
of the activities of the intelligence authorities in question.” DPC Draft Decision,
supra, ¶ 51. But as described above, the non-statutory collection authorities in
question simply do not apply to EU citizen data held by U.S. companies within the
United States. See supra ¶ 38. Thus, while I share the DPC Draft Decision’s concern
about the dearth of legal remedies for abuses of these authorities, I fail to see how
they are germane to the scope of this particular inquiry.
89. Sixth, the DPC Draft Decision, providing analysis similar to that offered in the
Morrison & Foerster Memo, rightly raises concerns about Article III standing—the
requirement that a plaintiff demonstrate an injury-in-fact that has been caused by
the defendant and that can be redressed by a favorable decision. See also O’Dwyer
Affidavit, supra, ¶¶ 91–94. As the DPC Draft Decision noted, the Supreme Court’s
decision in Clapper v. Amnesty International, USA, 133 S. Ct. 1138 (2013), rejected
the standing of a number of private plaintiffs to challenge the constitutionality of
section 702 of FISA (as added by the FAA) on the ground that they could not
demonstrate that collection of their communications was “certainly impending,” or
that, even if they could, they could not demonstrate that such collection was “fairly
traceable” to section 702—as opposed to some other government surveillance
authority. 23
90. I have been sharply critical of the Clapper ruling before, and have also suggested
that it might well have come out differently had it been decided after the Snowden
disclosures. See, e.g., Stephen I. Vladeck, Standing and Secret Surveillance, 10 I/S:
J.L. & POL’Y FOR INFO. SOC’Y 551 (2014). But the DPC Draft Decision errs, in my
view, in concluding that U.S. law thereby requires a claimant “to demonstrate that
harm has in fact been suffered as a result of the interference alleged.” DPC Draft
Decision, supra, ¶ 55. Even after the Clapper decision, it is still sufficient, under
U.S. law, for a claimant to demonstrate nothing more than “the collection, and
maintenance in a government database, of records relating to them.” ACLU v.
Clapper, 785 F.3d 787, 801 (2d Cir. 2015). As the citation suggests, this was the
23. The plaintiffs in Clapper were “attorneys and human rights, labor, legal, and media organizations
whose work allegedly requires them to engage in sensitive and sometimes privileged telephone and e-mail
communications with colleagues, clients, sources, and other individuals located abroad.” 133 S. Ct. at 1145;
see also id. (“[T]hey communicate by telephone and e-mail with people the Government ‘believes or believed
to be associated with terrorist organizations,’ ‘people located in geographic areas that are a special focus’ of
the Government’s counterterrorism or diplomatic efforts, and activists who oppose governments that are
supported by the United States Government.”).
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basis upon which the ACLU and other privacy and civil liberties organizations were
successfully able to challenge the bulk phone records program under section 215 of
the USA PATRIOT Act.
91. To similar effect, the federal appeals court in Philadelphia recently reversed the
district court’s dismissal of an attorney’s challenge to the constitutionality of section
702—the same claim as in Clapper—on the ground that, at least based on the facts
as alleged by the plaintiff (which, at that preliminary stage of the litigation, had to
be taken as true), 24 he very well might have standing to bring the precise claim that
the plaintiffs in Clapper were barred from pursuing. See Schuchardt v. President of
the United States, No. 15-3491, 2016 WL 5799656 (3d Cir. Oct. 5, 2016). To be sure,
the Third Circuit was skeptical that, based upon public reports concerning section
702, the plaintiff would be able to adduce evidence in support of his factual
allegations to withstand a motion for summary judgment. But the larger point for
present purposes is how narrowly numerous courts have read the Supreme Court’s
Clapper decision—even in substantially similar contexts. 25
92.

Further evidence of the avenues for establishing standing after Clapper can be
found in district court decisions in non-surveillance cases, in which a number of
courts have read the Supreme Court’s ruling so as not to preclude standing simply
because the direct injury has not yet publically manifested. Thus, for example, the
court in Natural Resources Defense Council v. Illinois Power Resources, LLC, No.
13-1181, 2016 WL 4468552, at *8–9 (C.D. Ill. Aug. 23, 2016), found standing on the
part of environmental groups to challenge a power plant’s compliance with

24. Schuchardt alleged that, “because the Government was ‘intercepting, monitoring and storing the
content of all or substantially all of the e-mail sent by American citizens,’ his own online communications had
been seized in the dragnet. In particular, Schuchardt asserted that he was ‘a consumer of various types of
electronic communication, storage, and internet services,’ including ‘the e-mail services provided by Google
and Yahoo; the internet search services of Google; the cloud storage services provided by Google and
Dropbox; [and] the e-mail and instant message services provided by Facebook.’” 2016 WL 5799656, at *4
(citations omitted).
25. The only court of appeals that has rejected a plaintiff’s standing to challenge a secret surveillance
program since Clapper was the D.C. Circuit in Obama v. Klayman, 800 F.3d 559 (D.C. Cir. 2015) (per curiam).
But in rejecting standing, the court in Klayman pegged its analysis to the higher burden a plaintiff must
overcome when pursuing a preliminary injunction, holding only that the plaintiff could not show a
“substantial likelihood of success” on the standing question. Although I have criticized the court for
applying the higher injunction standard to the standing question, see Steve Vladeck, Better Never Than Late?:
The D.C. Circuit’s Problematic Standing Holding in Klayman, JUST SECURITY, Aug. 28, 2015,
https://www.justsecurity.org/25665/late-d-c-circuits-problematic-standing-holding-klayman/, Klayman’s
focus on the unique posture of that case will likely vitiate its precedential value in other contexts—including
on remand in the same case, in which the district court still concluded that one of the plaintiffs had standing.
See Klayman v. Obama, 142 F. Supp. 3d 172, 188–89 (D.D.C. 2015).
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emissions standards based on a future harm, even though the plaintiffs stipulated
that the emissions were not causing them any health harms. As the district court
explained, Clapper left intact the Supreme Court’s earlier ruling in Friends of the
Earth, Inc. v. Laidlaw Environmental Services (TOC), Inc., 528 U.S. 167 (2000),
which did not require proof of direct, personal harm so long as the plaintiffs could
demonstrate a likelihood of harm to their recreational or aesthetic interests. 26
93. Likewise, the district court in In re Sony Gaming Networks & Customer Data
Security Breach Litigation, 996 F. Supp. 2d 942 (S.D. Cal. 2014), explained that
Clapper did not foreclose standing when plaintiffs “alleged a ‘credible threat’ of
impending harm based on the disclosure of their Personal Information following [a
cyber] intrusion,” id. at 962, even though none of the plaintiffs alleged that the
intrusion actually led to a third party gaining access to their data. As the Supreme
Court itself clarified one year after Clapper, “[a]n allegation of future injury may
suffice if the threatened injury is ‘certainly impending, or there is a ‘substantial
risk’ that the harm will occur.” Susan B. Anthony List v. Driehaus, 134 S. Ct. 2334,
2341 (2014) (citation omitted; emphasis added). Given how much more is publicly
known today about U.S. government surveillance authorities—especially section
702 of FISA—it seems far more likely that an EU citizen could demonstrate a
“substantial risk” that his communications will be unlawfully collected by the U.S.
government today than it would have appeared to the Supreme Court in Clapper. 27

26. In a decision cited in the Morrison & Foerster Memo but not the DPC Draft Decision, the Seventh
Circuit usefully explained the modest impact of Clapper while upholding the standing of plaintiffs based upon
their “objectively reasonable likelihood” that injury would occur as a result of the complained-of conduct:
Clapper does not, as the district court thought, foreclose any use whatsoever of future
injuries to support Article III standing. In Clapper, the Supreme Court decided that human
rights organizations did not have standing . . . because they could not show that their
communications with suspected terrorists were intercepted by the government. The
plaintiffs only suspected that such interceptions might have occurred. This, the Court held,
was too speculative to support standing. In so ruling, however, it did not jettison the
“substantial risk” standard. To the contrary, it stated that “[o]ur cases do not uniformly
require plaintiffs to demonstrate that it is literally certain that the harms they identify will
come about. In some instances, we have found standing based on a ‘substantial risk’ that the
harm will occur, which may prompt plaintiffs to reasonably incur costs to mitigate or avoid
that harm.”
Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688, 693 (7th Cir. 2015) (quoting Clapper, 133 S. Ct. at 1150
n.5).
27. In this regard, it may also be relevant that Justice Antonin Scalia, long the most ardent defender of
narrow standing rules (and one of the five votes forming the majority in Clapper), has passed away—and that
the key vote on the Supreme Court on the scope of Article III standing now belongs to Justice Anthony
28

94. Of course, there have also been district court decisions since Clapper that have
rejected standing to challenge secret government surveillance programs, including
Jewel v. National Security Agency, No. 08-4373, 2015 WL 545925 (N.D. Cal. Feb. 10,
2015), discussed below (see infra ¶ 101); and the section 702-specific analysis in
Wikimedia Foundation v. National Security Agency, 143 F. Supp. 3d 344 (D. Md.
2015), appeal docketed, No. 15-2560 (4th Cir. to be argued Dec. 8, 2016). As these
cases illustrate, there is significant uncertainty in the lower courts over exactly
when Clapper does and does not foreclose standing, and I do not mean to suggest
otherwise. The critical point for present purposes is that this uncertainty is not
nearly as categorically hostile to standing as suggested in the DPC Draft Decision,
and instead is more reflective of the case-specific vagaries of individual lawsuits.
95. Thus, based on the cases surveyed above, it is my view that, where EU citizens can
marshal plausible grounds from which it is reasonable to believe that the U.S.
government has collected, will collect, and/or is maintaining, records relating to
them in a government database, they will likely have standing to sue even in light
of the Supreme Court’s Clapper decision.
96. Seventh, the DPC Draft Decision, perhaps motivated by similar discussion in the
Morrison & Foerster Memo, also expresses concern about Rule 11 of the Federal
Rules of Civil Procedure, and its requirement that “the factual contentions [made in
a pleading] have evidentiary support or, if specifically so identified, will likely have
evidentiary support after a reasonable opportunity for further investigation or
discovery.” Together with Clapper, the DPC Draft Decision concludes, Rule 11
“would appear to preclude the bringing of precisely the kind of complaint now before
me.” DPC Draft Decision, supra, ¶ 56; see also Morrison & Foerster Memo, supra, at
16–17. This conclusion rests on a significant misunderstanding of Rule 11, which is
designed to authorize the imposition of sanctions upon attorneys who abuse the
judicial process—and not to disincentivize claims against the government that may
fail to materialize after discovery. 28 As the Reporter’s Notes accompanying Rule 11
make clear,
Kennedy, who has shown far more tolerance in other cases for broader theories of standing. See Vladeck,
Standing and Secret Surveillance, supra, at 556–62.
28. The error may stem from the conflation of two distinct ideas in the Morrison & Foerster Memo: that
Rule 11 “requires a good faith basis for the claims alleged in a proceeding,” and that the fact of an EU
citizen’s surveillance “would likely be classified and difficult to prove.” Morrison & Foerster Memo, supra, at
16. That a fact is difficult to prove does not of itself deprive the plaintiff of a good faith basis for alleging it.
After all, it is often difficult to prove a defendant’s wrongful intent, but that does mean plaintiffs will never
be allowed to allege such intent without proof. So too, here—all the more so in light of the unauthorized
disclosures and declassifications of so many different features of U.S. surveillance activities under section
29

if evidentiary support is not obtained after a reasonable opportunity
for further investigation or discovery, the party has a duty under the
rule not to persist with that contention. Subdivision (b) does not
require a formal amendment to pleadings for which evidentiary
support is not obtained, but rather calls upon a litigant not thereafter
to advocate such claims or defenses.
In other words, the purpose of Rule 11(b) is not to prevent parties from bringing
lawsuits in the first place, but rather to prevent them from continuing to press
claims once (and for which) it has become clear that there is no evidentiary support.
Especially where the relevant evidence is secret, it is difficult to imagine that the
government would ever seek to invoke Rule 11(b), or that a court would grant a
motion thereunder, at the outset of a suit.
97. Eighth, with regard to the DPC Draft Decision’s discussion of the Judicial Redress
Act, it is true, as the Report suggests, that “the US Supreme Court has held that a
claimant seeking to recover statutory damages under the Privacy Act must prove,
not just that ‘actual damages’ have been incurred, but that he or she has incurred
pecuniary loss or damage.” DPC Draft Decision, supra, ¶ 59(9); see Fed. Aviation
Admin. v. Cooper, 132 S. Ct. 1441 (2012) (so holding). But the DPC Draft Decision,
like the Morrison & Foerster Memo, views this requirement as one of “standing,”
and suggests that an inability to demonstrate pecuniary loss will foreclose all of the
remedies provided by the JRA. This is not correct. At most, a plaintiff’s inability to
demonstrate pecuniary loss in this context will prevent him from obtaining
damages. He will still be entitled to pursue a claim for any other appropriate relief
under the JRA and Privacy Act, including declaratory and/or injunctive relief.
98. In summary, then, although there are shortcomings in the existing U.S. legal
regime with regard to redress of unlawful government data collection, I do not
believe that they are nearly as comprehensive—or that standing is as categorical an
obstacle—as the DPC Draft Decision or the Morrison & Foerster Memo suggest.
Indeed, although I have been critical, in numerous writings, of the gaps and defects
in contemporary U.S. doctrine when it comes to judicial review of U.S.
counterterrorism policies (and the means by which they are carried out), see, e.g.,

702 of FISA. Thus, the government has not suggested that the plaintiff in the Schuchardt case, see supra ¶ 91,
violated Rule 11. Nor did it offer such an argument in the Clapper litigation, even before the Snowden
disclosures.
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Vladeck, supra note 1, 29 it is worth emphasizing that challenges to government
surveillance and data collection are among the most well-protected remedies in this
sphere, second only to the constitutionally required remedy of habeas corpus for
those unlawfully detained. 30
99. Separate from the DPC Draft Decision, concerns about the scope of remedies for EU
citizens under U.S. law have also been raised in the Expert Report of Ms. Ashley
Gorski, a lawyer with the National Security Project of the ACLU. Like the DPC
Draft Decision, Ms. Gorski’s Expert Report emphasizes concerns over whether EU
citizens would have standing to challenge the unlawful collection, retention, or use
of their data under existing U.S. law. See Gorski Report ¶¶ 51–54 (citing one
district court decision that is currently on appeal). I believe that many of those
concerns are addressed in ¶¶ 89–95, infra.
100. Unlike the DPC Draft Decision, Ms. Gorski’s Expert Report also invokes the “state
secrets privilege” as a separate obstacle preventing U.S. federal courts from
entertaining challenges to secret surveillance programs. In fact, the “state secrets
privilege” is actually two separate doctrines under U.S. law—“[o]ne completely bars
adjudication of claims premised on state secrets (the ‘Totten bar’); the other is an
evidentiary privilege (‘the Reynolds privilege’) that excludes privileged evidence
from the case and may result in dismissal of the claims.” Mohamed v. Jeppesen
Dataplan, Inc., 614 F.3d 1070, 1077 (9th Cir. 2010) (en banc). In the context of the
surveillance authorities discussed above, it would be difficult to fathom an
appropriate case for invocation of the Totten bar, since the authorities themselves
are not secret—and, thanks to what has become public after and in light of the
Snowden disclosures, the key programs under those authorities are no longer secret.
101. Thus, the state secrets privilege would pose its own obstacle to civil remedies in this
context if and only if it requires the exclusion of a sufficient quantum of evidence
such that it “become[s] apparent . . . that the case cannot proceed without privileged
29. After the Supreme Court’s Clapper decision, I suggested that “[a]bsent a radical sea change from the
courts, or more likely intervention from Congress, the coffin is slamming shut on the ability of private
citizens and civil liberties groups to challenge government counterterrorism policies.” See Adam Liptak,
Justices Reject Legal Challenge To Surveillance, N.Y. TIMES, Feb. 27, 2013, at A1. I continue to believe, as noted
above, that U.S. courts have made it too difficult for such plaintiffs to challenge post-September 11
counterterrorism and national security policies. But, perhaps because of Edward Snowden’s subsequent
disclosures, U.S. courts have been much more willing to recognize standing to challenge secret surveillance
programs in recent years than I would have expected after Clapper, including in the cases noted above.
30. Consider, in this regard, the sharp contrast between the array of remedies surveyed above and the
paucity of avenues for judicial redress for U.S. targeted killing operations. See Stephen I. Vladeck, Targeted
Killing and Judicial Review, 82 GEO. WASH. L. REV. ARGUENDO 11 (2014).
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evidence, or that litigating the case to a judgment on the merits would present an
unacceptable risk of disclosing state secrets.” Id. at 1079. But whereas the state
secrets privilege has posed significant obstacles to a number of other efforts to
obtain redress for post-September 11 counterterrorism abuses, it has been
singularly ineffective in the context of challenges to surveillance programs, at least
in part because courts have held that FISA itself—by expressly authorizing civil
remedies for violations of the statute (which, of necessity, would implicate state
secrets)—necessarily abrogates the privilege as applied to FISA-based claims. See,
e.g., Jewel v. Nat’l Sec. Agency, 960 F. Supp. 2d 1090, 1105–06 (N.D. Cal. 2013) (“It
is clear Congress intended for FISA to displace federal common law rules such as
the state secrets privilege with regard to matters within FISA's purview.”). 31 In
other words, the state secrets privilege will be unavailable for claims that particular
collection programs are inconsistent with any provision of FISA—including section
702.
102. Notwithstanding these holdings, Ms. Gorski suggests in her Expert Report that the
state secrets privilege has been invoked by the U.S. government in “challenges to
Section 702 surveillance.” Gorski Report ¶ 55 (citing Jewel v. Nat’l Sec. Agency, No.
08-4373, 2015 WL 545925 (N.D. Cal. Feb. 10, 2015)). This statement is certainly
correct so far as it goes, but it skirts over the nature of the substantive claim in the
cited case—whether surveillance of the plaintiffs under section 702 violated the
Fourth Amendment (a claim not within the purview of FISA itself, and so not
covered by FISA’s preemption of the state secrets privilege). 32 As described above,
an EU citizen challenging U.S. data collection under section 702 would almost
certainly base such a claim on a violation of FISA—and not the Fourth Amendment.
In such a context, the state secrets privilege should not apply, and I do not read Ms.
Gorski’s Expert Report as suggesting to the contrary.
103. Thus, while it is beyond my purview to take a position on whether the objections
raised by the CJEU in its Schrems judgment are still present, it is my expert
opinion that the DPC Draft Decision’s assessment of current U.S. remedies for
unlawful collection of EU citizens’ data from U.S. companies is significantly
incomplete, that its analysis of the obstacles posed by “standing” doctrine is
31. I helped to develop this argument in a 2007 amicus brief that I co-authored. See Brief of Amici Curiae
Professor Erwin Chemerinsky et al., Hepting v. AT&T Corp., 539 F.3d 1157 (9th Cir. 2008) (No 06-17132),
available at https://perma.cc/ARM9-LLJW.
32. It also bears emphasizing that, under U.S. law, district court decisions have no precedential value, and
that, in any event, this particular district court decision is still subject to an appeal. See Jewel v. Nat’l Sec.
Agency, 810 F.3d 622 (9th Cir. 2015) (dismissing as premature an early effort to appeal the district court’s
reliance upon the state secrets privilege—but stressing that the issue would be appealable at a later stage).

32

substantially overstated, and that Ms. Gorski’s invocation of the state secrets
privilege as an additional obstacle is almost certainly inapplicable to the kinds of
claims EU citizens might bring in U.S. courts to challenge the unlawful collection of
their data from U.S. companies.
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